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Before You Post: Professional Standards and Social Media in
Healthcare

Where professional obligation meets the digital age—navigating HIPAA, ethics, and personal expression on
social media

@O Listen time: ~60 minutes « 28 Audience: RNs, APRNs, LPNs, CNAs, and all healthcare professionals e

{) Listen now: elitelearning.com/ce-podcasts

2 Featured Voices

Host: Mackenzie D. Butler, DNP, MSN, RN-BC— Faculty with Elite Learning by Colibri Healthcare, and
healthcare educator

Guest: Dr. James V. Stowe, ].D., R.N. -Nearly 30 years of nursing experience; attorney with expertise in
healthcare law, privacy regulations, and hospital administration; specializing in the intersection of
clinical practice and legal compliance

What You'll Learn

e Why social media creates unique legal and ethical risks for healthcare professionals that go far
beyond HIPAA

e  What the 18 categories of Protected Health Information (PHI) are and how many healthcare workers
don't know most of them

e How "innocent" posts can still identify patients—even without names—and trigger disciplinary
action

o The multiple overlapping layers of law, regulation, and professional standards governing healthcare
social media use

e How hospitals, employers, and licensing boards can all discipline a nurse for a single post—on or off
duty

o The very real legal exposure hospitals face when staff (or production crews) film patients without
proper consent

e  Why blanket "no phone" policies often fail—and what more effective, realistic approaches look like

e How to protect yourself online: practical rules of thumb before you post anything

e  Why your professional obligations follow you 24 /7, whether you're in scrubs or flip-flops

@ Key Takeaways

e HIPAA is just one layer—and often not the most dangerous one: Most healthcare workers know
not to share patient names, but HIPAA identifies 18 categories of PHI. Beyond HIPAA, federal trade
commission rules, Social Security Act provisions, FDA regulations, state super-confidentiality laws
(especially for mental health and communicable disease), and licensing board ethics standards all
apply simultaneously.



Social media platforms # compliance approval: If a platform allows a post, that is not a legal
clearance. TikTok, Facebook, and Snapchat are not healthcare entities and do not enforce HIPAA or
board of nursing standards. A post that "passes” moderation may still be a serious professional or
legal violation.

You can identify a patient without ever saying their name: Describing a highly unique clinical
scenario—such as a 16-year-old delivering quadruplets in a parking lot—can make a patient
identifiable to family or community members even without any direct identifiers. The test is: could a
family member identify this person from what I've written?

Indirect details can identify your workplace too: Distinctive uniform colors, department
references, or city-specific details can reveal which hospital you work at—further narrowing who a
patient might be and potentially violating institutional policies.

Professional obligations apply 24/7, on or off the clock: Boards of nursing and most institutional
policies govern professional conduct around the clock. Being off-duty, out of uniform, or posting on a
personal account does not exempt healthcare workers from disciplinary action.

Intent is not a defense: HIPAA and most professional standards do not require negative intent.
Accidental or well-meaning disclosures are still violations. A nurse who posts a positive story
without realizing it identifies a patient is still subject to discipline.

Comments and engagement carry risk too: Commenting on another nurse's social media post—
even in solidarity—can constitute unprofessional conduct. Screenshots routinely make their way to
chief nursing officers and HR departments.

Negative venting about work has real institutional consequences: Studies show that negative
social media posts from healthcare workers erode public trust in healthcare organizations, impacting
revenue. This is a primary reason hospitals institute broad no-social-media policies.

Gray areas are growing—and being decided in real time: Patient friend requests, family members
of patients connecting online, and sharing clinical experiences in "private"” group chats all represent
evolving gray areas. A seemingly harmless connection today can create complex privacy
entanglements months later.

Hospital liability is extensive and includes employee off-duty behavior: Institutions can be held
liable for HIPAA violations committed by staff, production crews given access, and even through
well-intentioned marketing campaigns if proper patient consent was not obtained. Hospitals must
show they have policies and that they actively educate and enforce them.

Blanket phone bans are largely ineffective: Healthcare workers on 12-hour shifts cannot
realistically be disconnected from their personal lives. More effective approaches involve specific,
clear behavioral guidelines: no video, no photos, no patient discussions—rather than zero-tolerance
device bans.

A social media post can cost a nurse their license: In a 2025 Florida case, a nurse voluntarily
surrendered their advanced nursing license after posting political commentary that suggested they
would not treat certain patients. No patient name was shared; no HIPAA was violated—but the board
found evidence of bias and unethical professional conduct.

Licensing boards have reporting obligations: When a hospital disciplines an employee for a
conduct violation, most state boards of nursing have an affirmative obligation to be notified. A single
post can trigger a chain from verbal warning to termination to board investigation to license
revocation.

Education is the biggest gap in the system: Neither nursing school curricula nor most hospital
onboarding programs adequately cover social media law and ethics. Younger healthcare workers
who have grown up with constant social media connectivity are especially vulnerable to inadvertent
violations.



Do This Next

e Before posting anything work-related, ask yourself: 'If [ were this patient's mother, could I identify
my child from this post?' If yes, do not post.

e Pull up your employer's social media, professionalism, and ethics policies. Read them before you
create any online presence related to your work.

e I[fyou plan to start a healthcare blog, TikTok channel, or social media account, consult your hospital's
risk management or HR team first.

e When assigning sitters or one-on-one patient monitors, give specific behavioral guidance: no video,
no photos, no discussing the patient—not just 'no phones.'

e [fapatient or patient family member sends you a social media friend request, consult your
employer's policy before accepting or responding.

e Avoid venting about workplace frustrations online—even in private groups or with coworkers.
Screenshots travel.

e Know which federal and state laws govern your practice beyond HIPAA. Your state board of nursing
website is a good starting point.

e Ifyou witness a colleague recording in a patient care area, address it directly or report it through
appropriate channels. You may be legally implicated by proximity.

e Stay current on your board of nursing's social media and professional conduct guidelines—they are
updated regularly.

e Ifyoureceive a social media-related disciplinary notice, consult an attorney before responding to
your employer or licensing board.

? 3 Quick Self-Assessment Questions

Ask yourself these before posting anything online related to your clinical work:

1. The Identification Test: "Could a family member—or even a community member—identify the
patient, situation, or location from what I'm about to post, even without a name or direct identifier?"

2. The Policy Check: "Does this post comply with my employer's social media and professionalism
policies, my state board of nursing's conduct standards, AND applicable federal and state privacy
laws—not just one of these?"

3. The Consequence Test: "Am | willing to accept the potential consequences—verbal warning,
written discipline, termination, board investigation, or license action—if this post is reported or
screenshotted and sent to my CNO or HR?"

P> Red Flags & Professional Cautions

e Describing a clinical case online with unique details (rare diagnoses, unusual circumstances, notable
outcomes) even without using patient names

e Accepting social media friend requests from patients, patients' family members, or their social
connections

e Participating in or recording a social media livestream in or near a patient care area, even if no
patients are visible on screen

e Posting workplace grievances, venting about coworkers, management, or institutional policies in
public or "private" social media spaces



e Using distinctive uniform colors, department names, or geographic details in posts that discuss
patient cases—this can identify your facility

e Sharing clinical scenarios in private group chats or closed social media groups without
authorization—"private" does not mean protected under HIPAA

e Filming or photographing in patient care areas for any purpose without express written consent
from every identifiable patient in the frame

e Assuming a post is acceptable because a social media platform permitted it or because others appear
to be doing the same thing

e Believing that being off-duty, in civilian clothing, or on a personal device removes your professional
accountability

e Using a work-issued device for personal communications in or around patient care areas—this may
still violate professional and ethical standards

e Making public statements—even without naming patients—that suggest bias in clinical care based
on race, politics, religion, or other protected characteristics

e Not knowing where to find or having never read your employer's social media and professional
conduct policies

€ Clinical & Legal Spotlight

e The 18 Categories of PHI: HIPAA protects 18 types of identifiers, not just names. These include
address, phone number, email, Social Security number, medical record number, dates (birth,
admission, discharge), geographic data, and vehicle identifiers—among others. If a patient can be
identified, the information is protected.

e The Quadruplets Case Study: A nurse posts about a 16-year-old who delivered quadruplets in a
hospital parking lot without naming anyone. Yet the story is so unique it could easily identify the
individual to family and community members. This constitutes a HIPAA violation despite no names
being used.

e New York Presbyterian & the Dr. 0z Production Crew (2016): A hospital permitted a TV
production crew to film throughout the facility and then blurred all patient faces. The court ruled that
filming without prior patient consent is itself the violation—post-production concealment does not
retroactively make the recording legal. The hospital faced a significant fine.

¢ Florida Hospital Marketing Campaign: A hospital obtained verbal permission from approximately
150 patients to use their success stories in marketing materials but failed to obtain signed written
HIPAA authorizations. All 150 uses were HIPAA violations, resulting in major institutional penalties.

e OR Camera for Surgical Safety: A hospital installed a camera in the OR to count surgical sponges
and improve safety outcomes. No patient consent was obtained. Over 1,000 patients were filmed
while unconscious without authorization—a significant HIPAA violation, despite the entirely well-
intentioned purpose.

e Florida Nurse Anesthetist Social Media Case (2025): A highly educated nurse anesthetist posted
on social media suggesting they could not or would not treat patients of a particular political
affiliation. No patient was named; no HIPAA violation occurred. The state nursing board investigated
for ethical bias and professional misconduct. The nurse voluntarily surrendered their license to avoid
an adverse board ruling.

e The Disciplinary Chain: A single social media violation can trigger a cascade: employer verbal
warning — written warning — suspension — termination - mandatory employer report to the board
of nursing — board investigation — potential license suspension or revocation — need for legal
representation. The financial and career cost can far exceed the momentary satisfaction of posting.



¢ Conversation Starter

"You have freedom of speech—but you don't have freedom from the consequences of that speech. When did

you last review your employer's social media policy, and do you know what your state board of nursing says
about off-duty online conduct?"

Nurse Leaders & Educators: Consider integrating a dedicated social media and digital professionalism
module into onboarding and annual education. Include real case examples, your institution's specific
policies, and role-specific guidance for nurses, CNAs, and support staff. Consult with your risk
management and legal teams to ensure the content is current and jurisdiction-specific.

& Resources & Links

e Episode page: https://elitelearning.com/ce-podcasts

e CE courses: https://EliteLearning.com

e U.S. Department of Health & Human Services - HIPAA: https://www.hhs.gov/hipaa

e American Nurses Association Social Media Principles: https://www.nursingworld.org
e NCSBN Social Media Guidelines for Nurses: https://www.ncsbn.org
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